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Software



Microsoft Office

Adobe Reader

Google Chrome

Dropbox





The Possibilities
Are Endless



Malware is Software



Malicious Possibilities
Are Endless



First Ransomware 
Attack

AIDS Trojan

Pay $189 to release 
data



● £92m estimated cost

● 200 Trusts failed one 
year later

WannaCry Attack



Conti V3 Attack

● Over 500m 
estimated cost

● Still recovering



Smaller Attacks

● $1500 to pay



● Endpoint management breaches
● MerseyRail
● The National College of Ireland
● Cambridge Meridian Academy Trust
● CD Projekt

2021 Attacks





Average Ransom Payout - £170,000
77% of Ransomware Attacks involved the threat to leak exfiltrated data

The data will not be credibly destroyed
Ransomware attacks still disproportionally affect small businesses

Average 23 days of downtime

Ransomware Attack Vectors Shift as 
New Software Vulnerability Exploits Abound

Source: https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound



Targeting MSPs, 
SMBs and 
Enterprise



Threat actors are 
innovating how they 

deliver malware.



Affected Windows 7 
and Higher

Print Nightmare

Allows Privilege 
Escalation and Remote 

Code Execution



● Affects over 3 billion 
devices

● Allows remote code 
execution

Log4j 



Living Off The Land

LOLBAS Project



How can we solve this 
problem?



Antivirus
Heuristics

Threat Hunting
Ransomware Detection

Next Gen Antivirus

AV 2.0
A.I.

SOC



This is Not Working



There Are Solutions
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Zero Trust
= Least Privilege



Application Whitelisting



Office

PowerShell



PowerShell

Files and 
Folders





Elevation Control



Storage Control



Control Folder Access by Application?



Change the Paradigm of 
Endpoint Security



Book a Demo

Thank You


