Countdown to Crisis: Making
Smart Decisions in High Stakes

Ben Jenkins
Director, Cybersecurity
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Microsoft Office
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Google Chrome

Adobe Reader

Dropbox
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The Possibilities
Are Endless
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Malware is Software
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AIDS Trojan

Dear Customer:

It is time to pay for your software lease from PC Cyborg Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don’t use the printed INVDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

- a rencwal software package with easy-to-follow, complete instructions:
- an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: AS599796-2695577-

The price of 365 user applications is US$189. The price of a lease for the
lifetime of your hard disk is US$378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORFORATION
for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.D. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue

First Ransomware
Attack

Pay $189 to release
data
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WannaCry Attack

What Happened to My Computer?

Y nportant files are ec ted

Payment will be raised on

SE20NT 004755

Time Lok
AZ: 23572 35

De ad I

We will have free events for wsers who are 30 poor that they

Your files will be lost on
= How Do | Pay?

S2020MT 00ATSS Pavie -
Time Lok Please checkt
click <Hov

A6 23:57: 37

n

Qoops, your files have been encrypted!

pay

mome

oths

e £92m estimated cost

e 200 Trusts failed one
year later
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Conti V3 Attack

ALl of your files are gurrently sncrypted by CONTI strain.

As you know (if you domn't - just “google it™), all of the data that has been encrypted by
our software cannot be recovered by any means without contacting our team directly.

If you try to use any additional recovery software - the files might be damaged, so if you
are willing to try - try it on the data of the lowest value.

To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random
files completely free of charge. . Ver l I l

You can contact our team directly for further instructions through our website :

n
ron vesto - estimated cost
{(you should download and install TOR browser first https://torproject.org)

http: //200000000000000000OXXXXX . onion

HYTPS VERSION :
https://contirecovery.info

] ]
You sy s e e Still recoverin
Just in case, if you try to ignore us. We've downloaded a pack of your internal data and

are ready to publish it on out news website if you do not respond. So it will be better
for both sides if you contact us as soon as possible.

~==BEGIN ID==~

——END ID-—-
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Smaller Attacks

e S1500 to pay
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2021 Attacks

Endpoint management breaches

MerseyRall

The National College of Ireland
Cambridge Meridian Academy Trust

CD Projekt



THREATLOCKER

Distribution by Company Size (Employee Count)
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Ransomware Attack Vectors Shift as
New Software Vulnerability Exploits Abound

Average Ransom Payout - £170,000
/7% of Ransomware Attacks involved the threat to leak exfiltrated data
The data will not be credibly destroyed
Ransomware attacks still disproportionally affect small businesses
Average 23 days of downtime

Source: https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound
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Print Nightmare

» P Affected Windows 7
. and Higher

m > g

p— Allows Privilege

Escalation and Remote
Code Execution
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e Affects over 3 billion
devices

e Allows remote code
execution
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Living Off The Land

>IN |

LOLBAS Project
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How can we solve this
problem?



Antivirus AV 2.0

A.l. Heuristics
Threat Hunting SOC

Ransomware Detection
Next Gen Antivirus




This is Not Working
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There Are Solutions
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IDS/IPS Anti-Spam Firewall Ringfencing
Policies
Antivirus Elevation
T & % Control
Anti-Phishing %
kY <
Px % Dual Factor
= Q Authentication
Threat
Hunting
Storage
EDR Control

Application
Whitelisting

MDR

Security Awareness Training
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Zero lrust

= Least Privilege
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Application Whitelisting




Office
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PowerShell
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PowerShell
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Files and
Folders
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Here are the st of recommendations 10 avosd such a things n fture

Turn off local passwords

Force end of adminestralons Sessons
In group policy set up wagest value 10 "0, i the Usel ogonCredential value 15 set 10 0, WOsest will not store credentals in

memory
Update passwords every mongh |
Check the granted privileges for users, 10 make them maamum reduced prvileges and access only 10 exact apphcabons

In MOt Cases there would

Don count on the Anh-Virus, there 15 0o one AV that really helps, they

for some reasons Gdn aftack mn short time
install Endposnt Det

echon and Response securty (EDR) and teach the IT-admen 10 work with ot
For huge companses we suogest ot keast 3 system admenestrators workong 24 hours, maamum 4 admens working 3 shy

Rs for

8 hours per day. that would be enough
You

Thank you for ol of thes i 2 very timely mar

SuUppon
You are welcome 1's 2 pleasure 10 work with professionals. I there will be any Queshions, please feel free 10 a5k

Suppon
Flease confirm that you wrote down all snportant informaton from thes Chat, 50 we could clear £ However we will ke

chat room and will be here for your support o
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Elevation Control
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Storage Control
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Control Folder Access by Application?
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Change the Paradigm of
Endpoint Security



Thank You

Book a Demo
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