
Vladislav Bidikov, FCSE / IXP.mk, UKIM, Macedonia

DDOS Attacks: How 
small networks can 
defend
Practical case of protecting an

Faculty/University from DDOS



Vladislav Bidikov, IXP.mk / FCSE, UKIM, Macedonia

Size of FCSE/UKIM

l University of Ss Cyril and Methodius (UKIM) – Skopje, 
biggest University in North Macedonia

l Faculty of Computer Science and Engineering (FCSE) –
Biggest Faculty with 5000+ active students

l Our systems are Electronically First
l We run our own Data Center (Both UKIM & FCSE / one DC 
each)

l We run IXP.mk – official name of project: High Availability 
Internet Connection Research Platform (testbed)
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Size of FCSE/UKIM Network

l UKIM – announces one /19 (at least /24 for each Faculty)
l Internet access – 2 x 10Gbit from GEANT
l Peering @ IXP.mk – 10 Gbit
l Backup internet via FCSE (cold backup)
l Limited set of services hosted

l FCSE – announces 4 x /24 from UKIM /19 & 4 x /24 directly
l Internet access – 1 x 10Gbir from UKIM, 1 x 1 Gbit from ISP #1, 1 x 
10 Gbit from ISP#2 (was not active)

l Peering @ IXP.mk – 10 Gbit
l Hosting: UKIM wide systems (student records system, LMS, etc.), 
FCSE services (including our own LMS + Video platform), ccTLD for 
.mk, National health system, Ministry of education systems,…
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Attack history

l Lot of IP space, many different user types (Faculty, Students, 
Governmental, Research) – attacks are daily/weekly usually handled 
but IPS/FW or Manual NOC intervention

l DDOS protection from GEANT for traffic coming from that Uplink

l In the last 10+ years nothing serious – generally we said: “We are 
not interesting target so this will not happen to US”
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Attack #1 / #2 – June/July 2022

l FCSE LMS (based on Moodle) gets attacked several times a day at 
the end of the semester;

l FCSE LMS for exams (based on Moodle) gets attacked several 
times a day at the end of the semester;

l FCSE website gets attacked several times a day at the end of the 
semester;

l Exams are fully online (because of Covid19)
l Attacks are usually UDP lasting 30-59 minutes – the network starts 
to brake since Uplink between UKIM/MARNET (which was 1 Gbit 
gets filled up)

l FCC makes some network changes making most of the services 
for exams to be available only via IXP.mk 

l We need to improve visibility in order to locate the problem faster



Vladislav Bidikov, IXP.mk / FCSE, UKIM, Macedonia

Attack #3 – August 2022

l FCSE LMS (based on Moodle) gets attacked several times a day at 
the end of the semester;

l FCSE LMS for exams (based on Moodle) gets attacked several 
times a day at the end of the semester;

l FCSE website gets attacked several times a day at the end of the 
semester;

l We see random targets attacked

l Exams are fully online (because of Covid19)
l Attacks are usually UDP lasting 30-120 minutes – the network 
brakes,  FCC enters “panic mode”

l We use IXP.mk for exclusive access to systems
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Attack #3 – August 2022 (2)

l We start to improve visibility based on Netflow (we reinstalled 
Ntopng, installed Fastnetmon)

l We got GEANT OC on board
l We had to limit outside traffic
l Traffic levels are doubled every attack
l GEANT OC switched the DDOS protection to “always on mode”
l Attacks are developing (not only usual UDP volumetric)
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Attack #3 – August 2022 (3)
l We hear rumors that students may be involved
l We move services to a /24 for better control and analysis and we make them “angry” as 

exams continue
l The attacker hits us hard (above 50 Gbit)
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Attack #3 – August 2022 (4)
l The cat/mouse game starts
l We create direct links for Netflow from Core routers for analysis
l We drop non needed traffic on the GEANT routers in SOF and VIE 
l The Student enrollment system for UKIM gets attacked
l They start to “Carpet bomb” the whole IP range
l We see a large botnet in place (so students involvement is partially possible)
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Attack #3 – August 2022 (5)
l Lets collect data about machines attacking us, but make services available
l We move important services to new /24 which is IXP.mk only, our users are in .mk and all 

operators in MK have peering with us
l We drop volumetric (UDP: 53, 80, 123) at GEANT but still monitor all else
l We see more TCP advanced flooding



Vladislav Bidikov, IXP.mk / FCSE, UKIM, Macedonia

Attack #3 – August 2022 (6)
l Lets collect data about machines attacking us, but make services available
l MEMCACHE enters the arena
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Attack #3 – August 2022 (7)
l Volumes are over the top…
l Routers start to go 100% CPU
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Attack #3 – August 2022 (8)
l Battle stations!!!
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Attack #3 – August 2022 (8)
l We decide and announce to move exams back in the classrooms/labs
l We create some volumetric rules
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Post analysis
l We survived J
l We collected botnet data and shared with all important parties
l We are (re)building our network

How did we survive – we used a magical recipe called IXP
l We announced one /24 only to IXP.mk and moved all services
l Local operators had unlimited access to services – this means students 

and professors can use all services. For outside world services where not 
accessible.

l Latency was “super low”, traffic volume was realistic.
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Network upgrades
l More powerful routers for FCSE
l GEANT Network upgrade – 2 x 100Gb
l Total visibility (we will monitor Netflow with several options and try to correlate)
l BGP black hole (looking into options)
l Onsite DDOS filter/scrubber for “high profile targets”
l More upstream capacity and diversity
l We have a big list of tools/products we are analyzing one by one and see 

which has best value for money (budget is almost always “zero”)
l Need some fast network transport system (we have some fiber, we do not 

have the right technology like CDWM/DWDM for speeds faster than 10G
l Make IXP.mk even more useful for local ISP in case of big DDOS like this…



Questions?

vladislav.bidikov@finki.ukim.mk
@bidikov

Connect with us – www.ixp.mk


