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Based in Amsterdam, NL

I'm a data scientist at the RIPE NCC. I'm a chemist by training, but have been working since 1998 on Internet related things,
as a sysadmin, security consultant, web developer and researcher. | am interested in technology changes (like IPv6
deployment), Internet measurement, data analysis, data visualisation, sustainability and security. I'd like to bring research
and operations closer together, ie. do research that is operationally relevant. When I'm not working | like to make music
(electric guitar, bass and drums), do sports (swimming, (inline) skating, bouldering, soccer), and try to be a good parent.
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Baltic Sea cable damage

Partial timeline (focus on initial events we analysed)

? 17 Nov 2024: BCS East-West outage
? 18 Nov 2024: C-LION1 outage
? 27 Nov 2024: BCS East-West restored

? 28 Nov 2024: C-LION1 restored

25 Dec 2024: C-LION1 outage
06 Jan 2025: C-LION1 restored

26 Jan 2025: LVRTC outage

28 Feb 2025: LVRTC restored
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Baltic Sea cable damage &<

Two Baltic Sea cables disrupted - is Sweden opens inquiry into damaged Sweden Investigates New
this *hybrid warfare'? undérsea cable s Nato deplays sitjps Cable Break Under Baltic Sea

A vessel has been seized 8! peceeper 31, 2004

Christmas Day Cable Cuts in the Baltic Sea ieast of Gotland island, NATO has stepped up its surveillance

o European governments point finger at Russia I [RASIRPR—p.
over Baltic cable cuts
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Baltic Sea cable damage

Fri 27 Dec 2024 13:48 Fibre-optic cables
0 knots Estlink 2 power cat
® Infrastructure dam

it then carried on across four undersea fibreoptic cables,
three of which registered failures around the time the
ship crossed them. The ship was suspected by Finnish
authorities of having dragged its anchor to damage the
cables and was escorted into custody.

Map. Esrl. Telogeography, Mary
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Measuring damage with RIPE Atlas

A global network of
probes measuring the
Internet in real time SR PR,

probes connected

anchors deployed

daily measurements on
average (both user-defined and
built-in)
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Measuring damage with RIPE Atlas

RIPE Atlas anchors support ping,
traceroute, DNS, HTTP/S A )
measurements : """""""""" --------- "-':__ ------- ___________________ o

Each anchor performs ongoing ping
measurements to all other anchors at
four-minute intervals Py 2 == -

Resulting *‘mesh’ of measurements lets us
observe latency changes and packet loss
between anchors
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First look

17-18 November ‘-
BCS East-West: Sweden-Lithuania . -
C-LION1: Germany-Finland e
# Helsinki
We looked at resullts in the RIPE Atlas Germany: 100 ;-
anchor mesh between these countries Sweden: 15 Katthammaorsvik
around reported time of the event Finland: 12 Sven‘;oji
Lithuania: 5
g* Rostock
7 s

o
0 [
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BCS East West

A M A AL AAR AMA\_MA A MAA RN K

View of paths between SRR
anchors in Sweden and
Lithuania, 12 hours

before/after time of event

Latency increase of approx PR ey
10-20 ms shortly before . v.:f {.Lf'.
08:00 UTC on 17 November s

*We subtract the minimum latency
for a path during our observation

period to make the latency jumps BT
comparable
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BCS East West

A M A AL AAR AMA\_MA A MAA RN K

View of paths between SRR
anchors in Sweden and
Lithuania, 12 hours

before/after time of event

Latency increase of approx PR ey
10-20 ms shortly before . v.:f {.Lf'.
08:00 UTC on 17 November s

*We subtract the minimum latency e
for a path during our observation = -'.:: , approx. 08:00, 17 November
period to make the latency jumps S
comparable
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BCS East West

A M A AL AAR AMA\_MA A MAA RN K

View of paths between SRRy
anchors in Germany and
Finland, 12 hours

before/after time of event

Latency increase of approx PR ey
5ms a little after 02:00 UTC B ,.:.‘:‘.;?'.
on 18 November gy

*We subtract the minimum latency e
for a path during our observation = -'.:: , approx. 08:00, 17 November
period to make the latency jumps S
comparable
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BCS East West

Packet loss

Baseline of 0% packet loss
(with occasional spikes)

Packet loss —

No significant increase in packet loss at time of the cable outage (shortly before 08:00 UTC)
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C-LION1

View of paths between
anchors in Germany and
Finland, 12 hours
before/after time of event

Latency increase of approx
5ms a little after 02:00 UTC

on 18 November

Again:
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C-LION1

View of paths between
anchors in Germany and
Finland, 12 hours
before/after time of event

Latency increase of approx
5ms a little after 02:00 UTC
on 18 November

Again:
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C-LION1 repair

28 November (17:30 )(\_
UTC): C-Lion1 cable ) =
repair ship reported x
leaving the area after
successful repair g
Unclear exactly what ‘,';.':'_‘..'
caused these latency
effects and the temporary
increase in packet loss...
approx. 17:30, 28 November
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Beyond the Baltic: ES-PT Power Outage April 2025 %

AnChor meSh I\J\m AJ.A o %1 1 B N A ]
measurements - By ety —— e

potential for getting = "
insights into outages e

Power outage events sty
much harder to P approx. 10:30, 28 April
measure compared to |

cable outage events

Due to the |
infrastructure being = = ’
brought offline by the ey =

event itself RS mr ATy SR EEEEEEEEEEEE R EE R R E :
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Summing up

There was a relatively minor but visible shift in latency for "
around 20-30% of paths between observed anchors

But there was no concurrent increase in packet loss # Helsinki

Katthammarsvik

o

Sventoji

CXY

o0
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Summing up

There was a relatively minor but visible shift in latency for " e
around 20-30% of paths between observed anchors ay °
But there was no concurrent increase in packet loss # Helsinki
The Internet routed around damage! Katthammarsvik

" Sventoji
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Deeper dive

Initial analysis was based on ping (end-

to-end latency) data ]

We followed this up with in depth

analysis using traceroute data j
)

Aim: to examine how the paths actually

changed while end-to-end connectivity
was maintained
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Levels of resilience

Before After
Inter-domain rerouting: : assason

I

o

Traffic rerouted through alternative
ASes/IXPs (eBGP routing protocol)

Intra-domain rerouting:

Rerouting within networks over

alternative paths (IGP: OSPF, IS-IS) __@ @ __@ ®__

Circuit-level rerouting:
AS AS
Rerouting along alternative circuit- @ 3

level connections between routers __@_‘ ‘_®__ __@_1 ‘_®__
__—

(same IP address!)
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Resilience is not guaranteed: Cote d'Ivoire, 2024 &

14 March 2024: Submarine landslide off
coast of Cote d'Ivoire resulted in damage
across multiple cables:

ACE: Africa Coast to Europe
MainOne

SAT-3: Submarine Atlantic 3/West Africa
Submarine Cable
WACS: West Africa Cable System
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Resilience is not guaranteed: Cote d'Ivoire, 2024 &

Latency shift
with packet loss

View of paths between
anchors in UK and remions - — |
South Africa. ey _ , = —
Latency increases of e — »{.;;-' e

1) =

approx 20-30 ms B [
accompanied by e

concurrent increase in R 1] == |
cwnae @pPprox..10:00, 14 March -
packet loss , '

Alastair Strachan - LINX 125 - 20 November 20 25|



Resilience is not guaranteed: Red Sea, 2025

5 September 2025:
Reports emerge of
cable outages in the
Red Sea affecting:

FALCON
SeaMeWe-4
IMEWE

Europe India
Gateway (EIG)
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Resilience is not guaranteed: Red Sea, 2025

Latency shift

with packet loss

View of paths between
anchors in France and
India.

Latency increases of
approx 100 ms
accompanied by
concurrent increase in e
packet loss 5 Sep |4

approx.
22:45, |

Alastair Strachan - LINX 125 - 20 November 20 25|



Resilience is not guaranteed: Red Sea, 2025

Packet loss

Up to 50% increase in packet loss

RTT Heatmap with Avg and Packet Loss
Packet loss

Significant increase (up to 50%) in packet loss at time of the initial cable outage followed

by ongoing loss over next 24 hours.

Note: the right hand y-axis (associated with the black line indicating packet loss) is of a higher scale
here compared to previous plots: 0-150 ms
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Conclusions

In the Baltic Sea:
e "The Internet routed around damage”
e Internet resilience depends on multiple levels of redundancy
o Redundancy between networks
o Redundancy within networks (circuit and routing)
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RIPE Atlas coverage - how far can we see?

RIPE NCC is a neutral source of
Internet measurement data

To gain visibility into Internet = ...
events, we need vantage points ."

Coverage is key!

O
m] |
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RIPE Atlas coverage - how far can we see? &<

Country code «Nr of anchor Nrof citieswa... Nrof ASNswa... landings

us 125 59 87 158
,_‘;. GB 33 18 30 119
9 17 152

- CA 18
MX 4 3 3 13
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RIPE Atlas coverage - how far can we see? &

Country code  Nrof anchor  Mrof cities .. Nrof ASKs .. landings Cabde Count  Listof citie_.. Listof AS..
AR 4 4 4 3 bhi buwe fid w._. 28109 42
1] a (1} 2 3

B a (s] 0 3 1

BO a o [} Q a

BR 14 ] 14 63 18 10417 &1
=1 7 - ] 18 & 64112 20
=] 2 1 2 0 ¢ 12t 12008 27
ca 1 1 1 2 5 f 27314
cu (/] +] a 7o J

[%4] 4 ] 4 5 antilas-1 ar & lavmcasswe,.. I7IBET 2
EG 1 1 1 7 carnival-su 4 o Gl468
1y a a L1} a a

Fi a o 0 a 0

GF a a 0 3 ceop-l 4

GT 1 1 1 2 tam-1 tikal & gua 273148
Y (1] a (1} 1 oceep-t L]

HT a o 0 2 bahamas-d z

HMY 1 | 1 3 tame=1 arco 3 sap

[XF) g 4 4 13 carnbval-su 11 hmo mex g

AN a a 0 a a

N a o a 2 arcos 1

-1 i i i 7 tam-1 mat

PY 1 1 1 [i]

[; 2 ] 2 3  south- pacit ]

G5 a o 0 a a

SR a ] a 2 u 2

T 1 1 1 4 & p AdR1
[y 2 1 2 ] 1 1 a md 28000 6057
VE a a (1} a a
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RIPE Atlas coverage - how far can we see? &

+Mr of anchor

MNr of cities w a...

Country code Mr of ASNs w a... landings
DE 100 a7 21 8

NL 48 21 46 8
FR 41 24 39 28

Y GB 31 17 29 119
CH 30 14 27 0

2 AT 22 8 21 0

Im 20 14 19 54

cZ 16 4 14 0

FI 14 9 14 11

SE 14 7 12 27

PL 13 10 13 1

T R T T
= = BB RS on s o
O RS S -
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how far can we see? O

RIPE Atlas coverage

Country codn «Mr of anchor  Mrof cities wa.., Nrof ASNswa... Lamdings

DE 101 a8 0 B
J 48 21 47 B
2] 41 24 39 ZB
L=} 32 18 30 118
CH 30 14 27
AT 22 .4 21 [i]
T 21 15 20 54
FiLI 0 11 19 I8
SE 18 7 14 27
Lerd 15 3 14 o
¥ 15 12 4 1
F 12 7 12 11
L 12 ] 12 ]
LA 10 B -} 2
L ] 4 L ]
ES ] 5 a 48
TH a 5 a 5
3G 7 3 [} ¥
DK 7 7 7 23
i rd d a 1
BE -] -} 4 2
GR B 4 5 a7
LT 4 2 4 2
o[ 4 - 4 A7
=3 3 1 a 3
PT 3 2 3 18
RS 3 3 4

Strachan



RIPE Atlas coverage - how far can we see? &<

Country code +Mr of anchor Nr of cities wa... Nrof ASNsw a... landings
AE

£ U U - S - - R A S Y L D

= = - - - - - - - - BRI
= B B B S S S R S S G B 0 D
—
B

= = === === = = - e

LI - = |
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RIPE Atlas coverage - how far can we see? &<

Country code  MNrof anchor Nrof cities ... MNrof ASNs ... landings Cables wit...

ME 1 1 1 o
IM 8 8 T 26 ice-iv seam...
CH 4 2 4 25 cambodia-...
BD 1 1 1 4 seamewe-6.,
BT 0 0 0 0
PK 0 0 0 1 seamewe-B,.
0 0 0 2 wumo asia-af...
2 2 2 { cat-submar...
0 1] 1] 1
3 1 3 3 wvietnam-sin
1 1 1 0
1 1 1 0
1 1 1 0
i5 i2 4 1 casplan-cr...
1 1 2 0
4 3 4 7 gulf-bridge...
1 1 1 0
2 1 2 20  vietnam-sin
0 0 0 1 cambodia-...
24 1 24 8 ice-ivasia-_.
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RIPE Atlas coverage - how far can we see? &<

Country code  Nrof anchor Nrof cities ... Nrof ASNs ... landings Cables wit...
MY 2 1 2 20 vietnam-sin
3G 24 1 24 B ice-ivasia-..
TH 2 2 2 7 cat-submar
] 12 8 10 139 padang-tua...
BN 0 0 0 2 asia-link-c
PH 2 2 2 71 asia-conne...
WN 3 1 3 3 vietnam-sin...
KH 0 0 [} 1 cambodia-...
MM 0 0 (1} 2 umo asia-af...
LA 0 0 a 1

CN 4 2 4 25 cambodia-...
BD 1 1 1 2 seamewe-6
M 8 8 Fi 26 ice-iv seam...
MNP 1 1 1 L1}

PK 0 0 0 1 seamewe-6
T™W 9 2 ) 20 orca tpu tai...
HE 2 1 2 L]

AV 1 1 1 16 seamewe-6...
KR 3 1 3 10 ulleung-mai...
JP 10 2 10 G/ okinawa-m

Alastair Strachan - LINX 125 - 20 November 20 25|



RIPE Atlas coverage - how far can we see? &<

Country code  Nrof anchor Nrof cities ... Nrof ASNs ... landings Cables wit...

MY 2 1 2 20 vietnam-sin..,
506G 24 1 24 B ice-ivasia-...
TH 2 2 2 J cat-submar..,
[ 12 8 10 139 padang-tua...
BN 0 0 0 2 asia-link-c...
PH 2 2 2 71 asia-conne...
WiN 3 1 3 3 wietnam-sin..,
KH 0 0 [} 1 cambodia-...
. MM 0 0 0 2 umo asia-af...
» LA 0 0 0 1
! y CHN 4 2 4 25 cambodia-...
.3 BD 1 1 1 2 seamewe-6...
f N 8 8 Fi 26 ice-iv seam...
-~ - NP 1 1 1 0
mel®/ - “ PK 0 0 0 1 seamewe-=6...
® 7% ™ 9 2 ) 20 orca tpu tai...
' HE 2 1 2 0
T MW 1 1 1 16 seamewe-6...
”:'v-, KR 3 1 3 10 ulleung-mai...
s JP 10 2 10 67 okinawa-m
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RIPE Atlas coverage - how far can we see? &<

Country code *Nr of anchor Nr of cities wa... Nrof ASNs w a... landings
Zh,
KE
MU

[
B
oy
Lol

BW
Bl
Cv
CF

TD
KM

= 0 = R = R = W 0 s B D

=
=

2

=
e S R S S S S SRR R E R E RN
L= = == = S T T
[ = === = s s T O T S T

[ = = |
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Questions 7

& Comments



mailto:eaben@ripe.net

RIPENCC

RIPE NETWORK COORDINATION CENTER

THANK YOU!
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